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Carnegie Mellon Privacy Illustrated

http://cups.cs.cmu.edu/privacyillustrated/

http://cups.cs.cmu.edu/privacyillustrated/
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Being alone and creating 
private spaces

http://cups.cs.cmu.edu/privacyillustrated/

Me hiding under the covers 
in my bedroom

- Age 5

http://cups.cs.cmu.edu/privacyillustrated/
http://cups.cs.cmu.edu/privacyillustrated/wp-content/gallery/everything/DSCF6617.jpg
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Having space around you 
or between you and other 

people

http://cups.cs.cmu.edu/privacyillustrated/

Someone leaving me alone 
in the bathroom

- Eli, age 7

http://cups.cs.cmu.edu/privacyillustrated/
http://cups.cs.cmu.edu/privacyillustrated/wp-content/gallery/scitech-oct-2018/Oct-2018-Sci-Tech-Privacy-non-experts_Page_06.jpg
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Privacy from physical 
exposure

http://cups.cs.cmu.edu/privacyillustrated/

My sister knocking at my 
door when I’m changing

- Lucinda, age 8

http://cups.cs.cmu.edu/privacyillustrated/
http://cups.cs.cmu.edu/privacyillustrated/wp-content/gallery/scitech-oct-2018/Oct-2018-Sci-Tech-Privacy-non-experts_Page_12.jpg
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Privacy of thoughts and 
ideas

http://cups.cs.cmu.edu/privacyillustrated/

If people could read your 
thoughts that would be 

creepy

- Elizabeth, age 11

http://cups.cs.cmu.edu/privacyillustrated/
http://cups.cs.cmu.edu/privacyillustrated/wp-content/gallery/scitech-stem-festival-2017/Privacy-Scans-11-30-17_Page_6.jpg
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Online privacy

http://cups.cs.cmu.edu/privacyillustrated/

Maya, age 11

http://cups.cs.cmu.edu/privacyillustrated/
http://cups.cs.cmu.edu/privacyillustrated/wp-content/gallery/everything/DSCF6682.jpg
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Defining Privacy

● Data privacy as a fundamental right
● Data  privacy inc ludes  a  pe rson’s  control over how the ir pe rsonal 

informat ion  is  shared
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Privacy was once misconstrued as 
being about hiding and secrecy. Now 

it’s understood to be something much 
more pressing: power dynamics 

between the individual, the state and 
the market.  [Data protection] must 
seek to mitigate the inherent power 
imbalances between people —and 

those that collect, process and profit 
off their data.

- Frederike Kaltheuner
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Why Child Privacy Protections?

● Brains are not fully developed
○ Unable to fully weigh benefits and risks of data collection and 

use
○ Limited impulse control
○ Socially vulnerable

● Lack of experience
○ Social norms
○ More trusting

● Potentially more acute harms
○ Difficulty understand potential future harms
○ Harms may not be fully realized or discovered until later
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Safety Is a stranger or someone dangerous able to communicate with my child or learn 
where my child lives? 

Over-Collection 
& Over-Surveillance

How much information is being collected about my child? 

The Permanent Record Will my child’s mistakes be recorded forever?

Loss of Opportunity What information will be used to make determine which opportunities 
my child doesn’t have access to?

Equity Concerns            What if the information is biased? What if it is used in an inequitable way? 
What if my child and I can’t or don’t have access to the information or technology?

Age-inappropriate Content        Is my child accessing content that isn’t appropriate?

Social Harm Is my child being cyberbullied or stigmatized?

Commercialization Are companies selling my child’s data or targeting advertising to them?

Risks to Children
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What is a “stereotypical child”?

Making assumptions about a 
child’s: 

● living s itua t ion
● family makeup 
● device / in te rne t  acces s
● socioeconomic  s ta tus
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If you were…

● A child with a disability
● A child who is LGBTQIA and has a family that would harm or kick 

them out if they knew
● A child facing abuse at home
● A child with a parent who died from COVID
● A child whose parent is working three jobs
● A child who is undocumented, or whose family is undocumented
● A child experiencing homelessness
● A child who may not have access to the internet or may have 

metered or slow internet

How does that change your data collection or sharing 
preferences? What risks could you face if your 

privacy is violated?
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https://studentprivacycompass.org/wp - content/uploads/2021/04/FPF - Youth - Privacy -
Infographic.pdf

Challenge: Allow Opportunities for Youth 
Online while Mitigating Risks

https://studentprivacycompass.org/wp-content/uploads/2021/04/FPF-Youth-Privacy-Infographic.pdf
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Privacy is a Key 
Component of Digital 

Literacy
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An Ethics of Artificial 
Intelligence Curriculum for 

Middle School Students

Blakeley H. Payne
MIT Media Lab 

https://www.media.mit.edu/projects/ai-ethics-for-middle-school/overview/
https://www.media.mit.edu/projects/ai-ethics-for-middle-school/overview/
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Digital Citizenship+ Resource Platform

Berkman Klein Center for Internet and Society at Harvard University

https://dcrp.berkman.harvard.edu/
https://dcrp.berkman.harvard.edu/
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My Data and Privacy Online: A Toolkit for Young People

Sonia Livingstone
London School of Economics and Political Science

Funded by the UK Information Commissioner’s Office

https://www.lse.ac.uk/my-privacy-uk


pipc.tech

Know Your Rights and Have Your Say! 

Irish Data Protection Commission

https://www.dataprotection.ie/en/news-media/consultations/know-your-rights-and-have-your-say-stream-two-dpcs-public-consultation-processing-childrens-personal
https://www.dataprotection.ie/en/news-media/consultations/know-your-rights-and-have-your-say-stream-two-dpcs-public-consultation-processing-childrens-personal
https://www.dataprotection.ie/sites/default/files/uploads/2019-01/EN_DPC_ChildrensConsultation_SchoolsPack_FINAL.pdf
https://www.dataprotection.ie/en/news-media/consultations/know-your-rights-and-have-your-say-stream-two-dpcs-public-consultation-processing-childrens-personal
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“Some Stuff You Just Want to Keep Private:” 
Preliminary Report on Processing of Children’s 

Personal Data and the Rights of Children as Data 
Subjects

Irish Data Protection Commission

https://www.dataprotection.ie/sites/default/files/uploads/2019-08/Some%20Stuff%20You%20Just%20Want%20to%20Keep%20Private_Consultation%20Report.pdf
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Creating Evidence - Based Laws That Work

● Evidence - based research - especially the views of children 
themselves

● Avoiding unintended consequences
○ Targeting laws to address specific privacy risks
○ Clear obligations through clear definitions and requirements
○ Consulting people on - the - ground

● Navigating tough issues
○ Balancing underlying, unwaivable protections with parental 

rights
○ Considering school vs outside of school technology

● Expanding privacy and digital literacy education - and not just for 
kids



pipc.tech https://studentprivacycompass.org/wp - content/uploads/2021/04/FPF - Youth - Privacy - Infographic.pdf

Challenge: Allow Opportunities for Youth 
Online while Mitigating Risks

https://studentprivacycompass.org/wp-content/uploads/2021/04/FPF-Youth-Privacy-Infographic.pdf
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